North Carolina State Strategic Plan for HIE: Legal and Policy Domain 

Project Narrative: Legal and Policy Insert
The legal and policy issues surrounding electronic health information exchange are foundational to the development of robust, secure and sustainable systems for sharing patient information at the right place and the right time.  The legal and policy issues are a critical area that drives the governance policy and participation and ensures a cohesive, consumer-centric HIE for North Carolina. The policies developed and implemented by the NCHIE will determine the fundamental legal, operational and technical architecture standards and will provide for a harmonized approach between the state and federal standards. Building a secure system engenders the provider and consumer trust necessary to support the system in the long run.

Beginning in 2004, the ONC provided funding to help consumers, public policy makers and the health care stakeholder community to analyze privacy and security issues related to electronic health information exchange.  North Carolina’s participation in the federally sponsored Health Information Security and Privacy Collaborative (HISPC) project validated that a wide variation of privacy and security practices had evolved among hospitals, clinics, and health plans.  This inconsistency in privacy policies and business practices was cited as a major barrier to the use and exchange of health information. 

Building a sustainable health information exchange infrastructure in North Carolina that enables routine, timely, and secure exchange of health information to allow health care providers to improve efficacy of care will require a new harmonized privacy and security framework.  This new framework must enable the development of a consistent and coordinated approach to privacy and security that builds trust in the HIE by balancing the interests of both consumers and providers.  Fortunately North Carolina already has established a culture of collaboration between providers and consumers which is necessary to achieve this vision.  


Proposed Project Summary: Legal and Policy Insert
The efforts of many volunteers in the public and private sector in North Carolina over the past five years have culminated in the beginning of a shared vision for enhancing the use of information technology in North Carolina that can be implemented in the next three years. That vision was proposed by the North Carolina Health Information Technology Strategic Planning Task Force
. In this report, the vision was articulated as a set of high level recommendations for the utilization of health information technology to improve health and health care in North Carolina: 
“Create a shared state vision for HIT that will: 

a. Assure privacy and security of health information;

b. Improve health care quality and coordination – behavioral and physical;

c. Improve health care safety; 

d. Reduce health care costs or create efficiencies;

e. Assure the education of NC health professionals (current and future) to incorporate HIT into their practices;  

f. Enable individuals, providers, and communities to make the best decisions for improving consumer and population health; and 

g. Enable appropriate health services research.”

The top priority in this vision is the assurance of privacy and security of health information for the consumers.  This policy has been set forth as a result of years of stakeholder input that provides the basis for implementation of legal analysis, trust agreements and privacy and security policies that will be enacted in the state to support the implementation of HIE.
Initial Priority Targets

With the vision statement identified, the guiding principles of health information exchange were developed and vetted through a series of stakeholder meetings convened by the HIT Task Force. These principles will serve as the foundation for policy development on specific legal and operational issues that have been identified and will be completed over the course of the next three years. 
“The HIT Task Force agreed on the following fundamental guiding principles:

· The system must be consumer-centered. 

· Better health, not just better healthcare, must be the goal.  

· Appropriate privacy and security must be guaranteed.  

· Strong ethical standards must be adhered to.

· Automating what we already do is not enough – we must work smarter.

· HIT investments must support improved individual health as well as population health.  

· The system must be inclusive and comprehensive – encompassing all types of citizens and healthcare providers in all settings of care.

· The system must be collaborative to achieve coordinated and integrated care. 

· Effectiveness and continuous quality improvement is fundamental.  

· Innovation will be required.  

· Sustainability is the key to long term success.  

· This is a marathon not a sprint.  “
North Carolina has identified an initial set of privacy and security issues that act as barriers to HIE in North Carolina through the state’s participation in the HISPC Project. These barriers will be addressed by the workgroups of the Privacy and Security Framework. The Privacy and Security Framework will focus on the four issues areas: legal, technical, operational and educational.  The interplay of each of these issues have a combined impact the effectiveness of health information technology in improving health care delivery, including care coordination. 

This Privacy and Security Framework utilizes the guiding privacy and security principles developed through consensus by the NC HIT Strategic Planning Task Force.  These principles mirror those outlined by HHS in it’s 2008 HHS Privacy and Security Framework.  The Privacy and Security Framework’s workgroups will make recommendations for revising or adopting specific privacy and security policies and standards as appropriate to enable the safe and secure electronic exchange of health information consistent with the federal meaningful use requirements.  The Framework is designed to allow for the identification of key areas of consensus as well as the areas requiring further investigation analysis and resolution. 

The initial focus of the NCHIE Privacy and Security Framework will be to develop a privacy and security policies and standards to promote consumer confidence in the NC HIE.  The policies will ensure that consumer health information will be shared securely and confidentially and only for the purpose permitted by law.  These policies and standards will frame discussions on technical architecture and drive the responsibilities of the governance structure.  It is critical that the privacy and security policies and standards drive the decisions regarding technology implementation to ensure that the there is no compromise of privacy and security due to existing technical architecture.  
The NCHIE Privacy and Security Framework will also develop policies and standards to ensure that health care providers are able to obtain the health information they need in a timely manner without undue administrative burdens.  The privacy and security policies and standards developed by the Framework will leverage administrative and technical solutions, such as interfaces that can segregate information based on purpose and need.  Knowledge gained from the experiences of electronic health record systems and health information organization implementers in North Carolina and other states will inform the development of new, more effective policies and standards.  Over time, it is envisioned that regulations will replace the Privacy and Security Framework.

Technical Architecture
The NCHIE will leverage the work already conducted through grants from the ONC. From the HIT Strategic Planning Task Force Report: “These prototype architectures each validated important basic principles that underlie the current approach to the NC HIE architecture. These principles include:

· The possibility of operating the NC HIE Architecture as a network without a central database of clinical information; 

· The criticality of common standards and data format for developing the NC HIE architecture, particularly in the way that component exchanges interact with each other;

· Consumer controls can be implemented to allow consumers to exercise their rights regarding the sharing of their information; and 

· The evolutionary approach moves toward interoperability but avoids wholesale replacement or modification of existing healthcare information systems.”
The Privacy and Security Technical workgroup of the Privacy and Security Framework will advise the efforts of the development of the SOA (Services Oriented Architecture) designed “network of networks” to ensure that the consumer consent policies are enabled and enforced by the technical architecture. These include areas such as authentication, authorization, consent management and access controls necessary to ensure the privacy and security of consumer health information, while allowing the appropriate access by clinicians in the event of an emergency or as required by law. 
Privacy Policy and Procedure
North Carolina is fortunate to have a technical and informational resource that has been working to identify gaps and improve adherence to the needs for privacy in information exchange.  The North Carolina Healthcare Information and Communication Alliance, Inc. (NCHICA) was designated by the Governor’s Office as North Carolina’s representative to participate in the 44 state Health Information Security and Privacy Collaboration (HISPC) and the Architectural Prototypes and Trial Implementations projects for the Nationwide Health Information Network funded by the Office of the National Coordinator (ONC) for the past five years.  North Carolina has long recognized the need to balance privacy concerns with ensuring broad participation in HIE.  The Governance structure of the NCHIE will be used to implement statewide privacy and security principles that will guide all exchanges of electronic health information in North Carolina.  We anticipate that in addition to these guiding principles, all participants will be required to meet the federal standards set forth in HIPAA and HITECH.  In addition, we foresee harmonized contractual arrangements with each participant throughout the state, with each agreement adhering to such policies.  
The HIT Task Force identified the following Privacy and Security Guiding Principles:
· The system must be transparent.  Individuals must clearly understand how their information will be used.  

· Accurate, complete and current health information is essential to improving the quality of healthcare delivery and results.  

· Individuals must have appropriate access rights to see their records and amend them as appropriate to ensure accuracy, completeness, and timeliness.  

· There should be a clear statement of the purposes and uses of information collected and used. 

· Only necessary information shall be collected and shared. 
· Consent release procedures shall be developed and followed for the use of information that goes beyond specified purposes.  

· Technical and administrative safeguards shall be built into the system.

· Accountability and enforcement of compliance with security processes are essential to maintain confidence and widest possible use of HIT.

Relevant Legal Issues
The HIPSC collaborative in North Carolina identified key state privacy provisions in various statutes, regulations and case law which may support or hinder the safeguarding of privacy and security of personal health information and the flow of information electronically. The coordination of the existing and future North Carolina statutes and regulations is vital to the success of HIE in North Carolina. The next steps for the legal work group will be to compare current state privacy law with the additional privacy and security requirements set forth in the ARRA, finalize the model interorganizational agreements and/or the DURSA (Data Use and Reciprocal Support Agreement) for North Carolina, and to ensure that current trust agreements being utilized in North Carolina are harmonized with the revised HIPAA security and privacy rules. This is specifically outlined to ensure compliance with the privacy and security requirements outlined in Section I.F.2 of the funding proposal.
This Legal Framework work group also will work to ensure that the public health and federal agency data sharing requirements remain a priority and to develop statewide policy on enforcement of privacy and security protections for the health information of all North Carolinians.  These areas are considered high priority in order to enable the current health information exchange pilots to proliferate quickly, but consistently with standards that are promulgated by all stakeholders. The potential barrier to achieving these priorities is the ability to gather the necessary stakeholders to achieve consensus on such complex issues within the three year timeframe that ONC expects the NCHIE to be fully implemented. 
Education and Communication:

The role of the Privacy and Security Education Committee will be to clearly communicate the policies and procedures, rights and responsibilities for privacy and security in the NCHIE. This committee will be tasked with developing the appropriate communication mechanisms that develop the consumer and provider trust in the system. Best practice procedures will be identified from other states that have already implemented communication plans and strategies for HIE. The committee will leverage the work of the NCHICA Consumer Advisory Council which has already been instrumental in developing consumer-centric policy and educational materials for HIE in North Carolina. This Council, combined with the community based provider organizations that will be the “front-line” of education through notice of privacy practices and other methods of education to consumers will develop a prioritize list of educational needs and tool sets for the State.


Reporting Requirements
The NCHIE will implement an annual evaluation to measure progress and success as well as areas for improvement.  The evaluation areas related to privacy and security include, but are not limited to:

· Has the governance organization developed and implemented privacy policies and procedures consistent with state and federal requirements?

· How many trust agreements have been signed?

· Do privacy policies, procedures and trust agreements incorporate provisions allowing for public health data use?



Organizational Capability Statement: Integration of Policy and Legal 

This description should cover capabilities of the applicant agency, such as any current or previous relevant experience and/or the record of the project team in preparing cogent and useful reports, publications, and other products. 

Strategic Plan Components: Legal and Policy Domain
There is currently no formal governance structure for HIE privacy and security in North Carolina. However, since 1995, the North Carolina Healthcare Information and Communications Alliance, Inc. (NCHICA), a nonprofit consortium of over 200 organizations has convened stakeholders to address privacy and security issues critical to robust and sustainable HIE in North Carolina.  Prior to the enactment of HIPAA, NCHICA was scanning state law around the country to promote the adoption of a model privacy law in North Carolina.  The HISPC project has accelerated and broadened the reach of NCHICA’s efforts to bring key stakeholders together to formulate and implement intra-state and inter-state privacy and security policies to advance regional, state and national electronic health information exchange.  
The NCHIE intends to leverage the work and the lessons learned through HISPC to formalize the NCHIE Privacy and Security governance structure with the creation of the NCHIE Policy Development Committee (PDC). This Committee will be tasked with addressing the complex policy issues impacting HIE within and across North Carolina state boundaries.  The mission of the PDC is to ensure that appropriate policies are in place to foster the meaningful use of HIE in North Carolina to improve the quality, safety, and efficient of healthcare provided to residents, regardless of where the care is administered. (NEED CONSENSUS ON THIS STATEMENT) The PDC will undertake this mission by establishing a NCHIE Privacy and Security Framework to focus on four privacy and security issue areas critical to the sustainability of HIE: legal, technical, operational and provider and consumer education.  Foundational to the Framework are guiding principles to ensure that the Framework’s approach to these issues is consistent and designed to achieve a high level of trust among consumers as well as providers who participate in the HIE.  In addition, North Carolina has a strong statewide network of local public health agencies and their interests will be well represented on the PDC.  The privacy and security principles listed below were developed through consensus by the North Carolina HIT Strategic Planning Task Force.  They closely mirror, yet not completely harmonized with the HHS National Privacy and Security Framework published in late 2008.  One of the first tasks of the PDC will be to convene and propose changes necessary to fully harmonize these principles with the “Nationwide Privacy and Security Framework For Electronic Exchange Of Individually Identifiable Health Information”, released by HHS on December 15, 2008.  Once this task is achieved, the PDC will then seek statewide consensus and formalize these framework principles.  The Task Force Privacy and Security Principles: 
· The system must be transparent.  Individuals must clearly understand how their information will be used.  
· Accurate, complete and current health information is essential to improving the quality of healthcare delivery and results.  
· Individuals must have appropriate access rights to see their records and amend them as appropriate to ensure accuracy, completeness, and timeliness.
· There should be a clear statement of the purposes and uses of information collected and used. 
· Only necessary information shall be collected and shared.
· Consent release procedures shall be developed and followed for the use of information that goes beyond specified purposes. 
· Technical and administrative safeguards shall be built into the system.

· Accountability and enforcement of compliance with security processes are essential to maintain confidence and widest possible use of HIT. 

The above principles are in fact, however, aligned with the following HIE principles articulated by the NC HIT Strategic Planning Task Force intended to guide the development and implementation of the NCHIE: 
· Appropriate privacy and security must be guaranteed.  Individual personal health information must be protected.  Consumers will accept sharing sensitive personal information if it is done on their behalf to assure that the right information is shared at the right time and for the right reasons.  At times this means immediate and secure access to certain critical information from any location in the system.
· Adherence to strong ethical standards.  The full trust and support of stakeholders will be enhanced by adherence to strong ethical standards, conflict of interest, and full disclosure in all business operations involving HIT.
The PDC will then establish and task the following sub-committees to coordinate the development of policies, procedures, and guidelines to harmonize state laws and business practices and to develop HIE educational materials and messages to enhance consumer and provider trust in HIE and to promote adoption and utilization of health information technology. The PDC, as an organizing body will coordinate the legal, technical and operational aspects of the privacy and security framework of the HIE and will report to the NCHIE governing entity through its representation on the _XXX Committee________.
Legal Subcommittee:

Current North Carolina privacy and security laws are scattered throughout the General Statutes and the North Carolina Administrative Code. (EXAMPLES here?) Variations exist with respect to when and under what circumstances personally identifying health information (PHI) may be exchanged.  There is also variations in allowable disclosures, depending on the type of information, the intended recipient of the information and the purpose of the disclosure.  In sum, North Carolina law generally does not provide a single, consistent approach to privacy and security of personally identifiable health information.   Also, North Carolina law still contemplates paper based exchange, and is assumed to apply to information in either electronic or non-electronic formats.

The HIPSC collaborative in North Carolina identified the key state level privacy law in various codes and case law which may support or hinder the safeguarding of privacy and security of personal health information and the flow of information electronically. (examples here?) The coordination of the existing and future State statutes is vital to the success of HIE in North Carolina. The next steps with respect to harmonizing North Carolina laws for the Legal Subcommittee will be to ensure North Carolina laws comply with the new laws enacted in the ARRA legislation, finalize the interstate agreements and/or DURSA for North Carolina and to ensure that all state level trust agreement templates used by NCHIE participants are harmonized with the HIPAA security and privacy rules. This is specifically outlined to ensure compliance with the Privacy and Security requirements identified in Section I.F.2 of the funding proposal.

This Legal Subcommittee will also work to prioritize the public health and federal agency data sharing requirements and develop policy on enforcement of privacy and security rules for North Carolina. These areas are considered high priority in enabling the current health information exchange pilots to proliferate quickly, but consistently with standards that are promulgated by all stakeholders. Currently the challenge to successfully achieving these priorities is the short timeline with which to convene broad stakeholder representation necessary achieve a sustainable consensus on these complex, but foundational issues. 
(delete above lines?)

The Legal Subcommittee’s Task Priorities include:
The first task of the Legal Subcommittee will address is to review the privacy and security principles of the North Carolina Security and Privacy Framework as set forth in this Plan by conducting open and transparent subcommittee meetings with broad stakeholder participation and to provide the Subcommittee’s recommendations concerning the adoption of these principles to the PDC.   
The second task of the Legal Subcommittee will be to conduct a thorough review of NC policies, laws and business practices and develop recommendations for new or amended policies, laws and practices.  Specifically, the subcommittee will: 

· Outline current NC laws and regulations that are in place or have been proposed that serve to advance HIE in  North Carolina: (Add here a description of the work undertaken in NC to both adapt our statutes;
· Outline current laws and regulations that are outdated, overlapping, and/or impede HIE in North Carolina. (Add here a description of the work proposed by the task force report) 

· Outline the current use of data exchange agreements and how NC has minimized obstacles in data use agreements: Add here a description of the work undertaken in NC to  draft and implement agreements that allow for such exchanges (e.g. through the NHIN and HISPC projects and well as NC DETECT agreement between NC and SC);
E.g.: North Carolina has a good foundation for developing trust agreements and making accommodations to share risk and liability of HIE operations fairly among trading partners.  North Carolina participated in the development of the Data Use and Reciprocal Support Agreement (DURSA) during the NHIN project and the Interorganizational Agreements (IOA) assignment on the HISPC.  North Carolina recently completed a pilot of the IOA to provide for an agreement between the NC Division of Medical Assistance and the North Carolina Community Care Network, Inc.

· Identify future changes expected or needed:   The priority legal and policy issue areas include:

· Consumer privacy, including consent, data use, access controls, etc., (WHAT ELSE?)
· Model data sharing agreements

· NHIN directed data use reciprocal service agreement

· Harmonization with federal legal and regulatory requirements, including, HIPAA, ARRA, and 42 CFR Part 2.

· Legislative solutions to advance interstate HIE, including, but not limited to model safe harbor legislation for release of, or access to, health information stored in another state;
The third task of the Legal Subcommittee will be to conduct a detailed use case analysis for determining the efficacy of the proposed legal and policy recommendations with respect to the operational requirement of the NCHIE. The use cases will include the key meaningful use criteria and will also address special issues related to public health reporting, sensitive health issues and vulnerable populations. This specific area of analysis and recommendations will inform the development of compliance mechanisms.  
The fourth task of the Legal Subcommittee will be to develop recommendations regarding the enforcement of the privacy and security regulations, agreements and policies of the NCHIE. Specifically, the Subcommittee will provide legal input into the development of the oversight functions and provide recommendations for the enforcement mechanisms to be deployed by the system. 
Privacy and Security Technical Subcommittee

This Subcommittee will be formed with a combination of legal, technology and policy experts to provide a rapid multi-dimensional analysis of the legal and regulatory issues and recommendations of the Legal Subcommittee. The Subcommittee will make recommendations to the PDC and will advise the NCHIE on the federal and state legal and policy recommendations and requirements for the ongoing operations of the HIE. 
This Subcommittee is also charged with advising the Technical and Operations Committee with recommendations, standard and requirements for the implementation of secure HIE for North Carolina. The Privacy and Security Technical Subcommittee will review the policies and recommended laws that guide the development of appropriate technology shared services, HIE architecture and security standards for community-based HIE. The Subcommittee will identify the security policies to be established by each HIE in the state and provide guidelines to baseline and best practice protocols. The Subcommittee will make technical recommendations that support the consent and data use policies and develop a roadmap for the development of secure systems over time and as the technology proliferates among the vendors. At a minimum, these policies will address standards-based approaches to ensuring NCHIE stakeholders have adequately addressed the four “A’s” of Security (Authentication, Authorization, Administration  (ACCESS) and Audit) as privacy and security solutions are implemented.  
Membership in the subcommittee will include members who represent already well established work groups developed by NCHICA and existing HIE implementers, vendors, consumers, legal advisors, providers such as labs, pharmacies, hospitals and clinicians and operational staff in order to fast track the solutions that are identified by the Subcommittee. Wherever possible, the Subcommittee will promulgate the federal standards and identify variations and necessary enhancements relative to the needs and expectations of health care consumers and providers in North Carolina.

Privacy and Security Education Subcommittee

This Subcommittee will be made up of members with experience in consumer and provider education as well as members with legal, policy and technical backgrounds. Coordinating with the Stakeholder Relations Committee, the members of this Subcommittee will provide privacy and security expertise on best practices regarding provider and consumer education on HIE.  Committee members will work with the provider and consumer communities to develop key messages about privacy and security and the ways HIE will improve the efficiency and quality of health care delivery while ensuring that the consumer’s privacy interests are respected. It is anticipated that this Subcommittee will convene after the draft policies and procedures have been developed by the ___ to coordinate the appropriate vehicles for the dissemination of educational materials and tool kits to consumers, providers, and other NCHIE stakeholders. 
� Improving Health and Healthcare in North Carolina by Leveraging Federal Health IT Stimulus Funds: Health IT Strategy for Electronic Medical Records (EMR), Health Information Exchange (HIE), Enabling Laws and Policies (Quality) – A Report From the North Carolina Health Information Technology Strategic Planning Task Force, June 24, 2008.
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