Privacy and Security Goals and Tasks Outlined in the NC HIE Strategic Plan

	Goal: Establish Requirements to Ensure Compliance with State and Federal HIE Privacy and Security Laws and Policies

	TASKS:

1. Develop and recommend a NC HIE Privacy and Security Framework  that enables the establishment of a single, consistent approach to address privacy and security issues related to implementing a statewide interoperable HIE network, regardless of geographic location. 

2. Develop and recommend clear, uniform privacy and security policies and standards that are implementable and flexible, include policies and standards regarding: 

a. Consumer consent, permissions and data use policies and methodologies

b. Data collection, use and disclosure parameters

c. Public health data exchange

d. HIE architecture and security standards for community-based HIE that support consent, permissions, and data use policies

e. Sustainability of secure systems over time and as the technology proliferates in NC and nationally

f. Ensuring NC HIE stakeholders have adequately addressed authentication, authorization, administration, audit, confidentiality, integrity, and availability of data

3. Advise and make recommendations addressing emerging federal and State legal and regulatory requirements 


	Goal: Achieve Harmonization of NC Laws, Policies, and Procedures Governing HIE Privacy and Security to Achieve a High-Level of Trust Among Consumers, Providers, and Other Stakeholders

	TASKS:

1. Conduct a thorough review of NC regulations, policies and laws pertaining to the use and disclosure of personal health information and recommend changes necessary to:

a. Develop a single, consistent, and coordinated approach to health information privacy and security in North Carolina statutes and administrative code. 

b. Ensure consistency with the NC HIE Strategic Plan and the NC HIE Comprehensive Privacy and Security Framework

c. Advance the adoption of HIT among consumers, providers and other stakeholders in NC 

d. Expand, in a reasonable manner, the list of persons or entities to which a clinical laboratory may release test results, beyond the ordering provider 

e. Harmonize NC law with federal law requirements, including HIPAA, ARRA, 42 CFR Part 2, the Red Flag Rule, and NC ID Theft Protection Act requirements

f. Ensure NC law is consistent with HIPAA, as revised by the HITECH Act

g. Provide authority to the NC HIE as necessary to enforce compliance with State laws and policies governing HIE

2. Conduct a thorough review HIE trust agreements, privacy and security practices, and business operations and practices and make recommendations to facilitate a single, consistent approach to privacy and security among community HIEs in NC

3. Develop and recommend legislative and/or contractual solutions to advance interstate HIE, including, but not limited to model interstate trust agreements, model safe harbor provisions, model act to harmonize date use and disclosure laws, etc.


	Goal:  Securely Exchange Health Information with Federal Agencies (DOD,VA, CDC, CMS) through the NHIN

	TASKS:

1. Execute Data Use Agreements (DURSA) with these agencies



	Goal:  To Promote Consumer Education and Engagement in HIE

	TASKS:

1. Develop and recommend strategies to inform consumers about HIE and its benefits to their health care

2. Develop and recommend strategies to ensure consumers are engaged in the NC HIE collaborative process

3. Develop and recommend strategies to ensure that consumers know how to use HIE to improve their health
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